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ldentity Framework Problematic

User

*Seamless (nothing is too simple)
*Consent (nothing without my consent)
*Multiple personalities

*Delegation

User Secure/Trust ?

Attributes Exchange

Authentication/Authorization *Authoritative source |
«Shared/Compatible risk levels °LeV.el of validation of the 1pformat10n
iR AT e e e e °P911cy to release/store/receive

*Cross Border/CoT (roaming user) *Big Brother Danger

Multiple Identity (issuerlD/targetID) i{?gtll)tl lt%agggfe?f preciation
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Next Generation Design Goal

User Centric, nothing without my consent

Information collected, maintained once by the
most appropriate source.

Information verified to the adequate level.
Information available electronically through a
vendor neutral long-term standard.
Information exchange securely to whomever
requires it, in a privacy-aware manner.
Significant benefit for people, businesses,
government, enterprises, ...
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Which standard for what

*Global Connectivity
=Across repository, domain, ... Applications
=Seamless to User (complexity advert)

=\Want to be both consumer and provider
‘Increasing Demand for ID
=Everyone wants your identity but do you want it?

*Need adequate privacy mechanisms before
exposing it.

*Heterogeneous world

=Multi vendors, services providers and
consumers are heterogeneous.

=Multi-channel, cross devices, cross networks, ...
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Protocol architecture piece-parts

Description

Authn,
SSO,
Identity
Mapping
Data Services

Services
Security Mechanisms Security
SAML Profile policy URIs

Interaction § People
Service Service

Discovery
Service

Template

SOAP Binding

Subscription/ Security Mechanisms
Notification
Framework

Legend:
Liberty Alliance standard
External standard
Thi_rd-part'y '(possibly a standard)
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Should we even know about this ?

Description

S84
identity
Mapping
BEE] L 37 ces
Services
Template

Interaction § People
Service Service

Authn,
| Discovery N

(\ =
~A\\V\> L~

St cu ity Tdecharioms Security
SAMLE" ofile policy URIs

SOAP Bindir i —AS—

Security Mechanisms

|
Su s ription/ l

Notificauon
Framework.

Legend:
Liberty Alliance standard
External standard
Thi_rd-part‘y‘(possibly a standard)
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Circle Of Trust

Identity Provider

*Authentification
*Federation
*Discovery service
*Policies/Authorizatio

Service Provider

*web content
sgames
*merchant site

Identity Services

*Geolocation
*Personnal Profile

Legacy/existing
Infrastructure

@ Liberty ID-FF/SAML-2.0 @ Liberty ID-WSF D Not Specified by Liberty
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Liberty Technical Framework

» |[D-FF (Identity Federation Framework)
= Federation/Defederation
= SSO (single & simplified Sign On) | SLO (single logout)
= Authentication context & Attributes
= Metadata

= |[D-WSF (ldentity Web Service Framework)
Authentication Service
Discovery Service
DST (Data Service Template)
Interaction Service
People Services

= [D-SIS (ldentity Service Interface)

= Personal profile, Geoloc, Presence, Contact Book, ...
= Tomorrow HR-SiS 7?77
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Outsourcing Scenario

= Service Constraints
= Must be a valid employee from XYZ
Must not have the right to request this service
Need to know some attributes (ex: department, addr,...)
Need to be able to store local preferences

= Citizen Constraints
= Need to protect customer/employees
= Make sure that only valid & authorized people can use it.
= Log, Tracking, Audlit, ...
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—» SAML2 —» ID-WSF —» Contract
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Outsourcing Big Picture

Not So Trusted

Outsourced Zone

Send this to

Outsource Service
ex:Travel Agency

Authorization Code

v

Delivery Service

Price/Amount\
Y

Payment/Charging Service

Where should
| send it ?

Do | know this
person ?

| want to ?

User Trusted Zone

/

What's your bank ?

/ May | charge this ?
|

Controls, accepts, denies

June 2007
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Delegation Scenario

= You create a company (QuickMoney)
= Govt gives you a QuickMoney-ID
= As citizen & owner, you act on behalf of QuickMoney
= QuickMoney-ID is federateable (ex: with MyBank)
= You sign a contract with a MyLawyer SP
= You allow MyLawyer to act on behalf of QuickMoney
= You can control who can act on QuickMoney’s behalf
= eGovt service asserts MyLawyer as “authorized lawyer”
= You sell QuickMoney to BigComp
= BigComp can now act on behalf of QuickMoney
= BigComp can establish new delegations
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Architecture Requirements

= Internet-Centric
Cheap, fast moving (no special network, like it or trash it, ...)
Based on current Internet “day to day” user experience
No difference between students, citizens, employees, companies
Peer-to-Peer (scalable, efficient, data directly from source, ...)
Distributed (multiple authority, discovery, flexible, ...)
No central system, no “Big Brother”

= User-Centric
= User in control of his global identity
= Multiple personalities
= Consent aware (nothing without my consent)
= Strong privacy & security
= Simple & intuitive
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Federated Authority

= Should be:

= a shield to allow employee/customer to interact with
“untrusted” parties.

= a trusted intermediary to find and exchange attributes in
a peer to peer mode with a high level of confidence.

= a friend that diminishes process complexity.
= a referent that guarantees user to keep control of its own
identity.

= Should not be: a new “super homepage”, a Big Brother,
a new problem for users, something expensive, ....
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Which Authority's Components

= Basic Authority Services

= Authentication Framework
= Common definition of risk
= Common authentication confidence for a given risk

Federation framework
= Multi-authority (proxy IDP model)
= Multi-personality

Discovery Mechanism
= Where to find services (in a user contextual mode)
= Security Mechanism (Attributes shared 1%t policy decision point)
= |dentity mapping (peer to peer in privacy aware mode)

Social networking
= Should support delegation
= Capability to create informal group of people

Interaction Service

= Should allow user to be in control at any time

= Advanced Services: personal Profile, Document Exchange, ...
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: SAML2
—» |ID-WSF

- —» Contract
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Liberty Framework Mapping

Attributes Exchange

Areciation

Right to cofrect
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Mature and Evolving

Reference Architecture for Cross- . . N
organizational Single Sign On Felles innlogging for offentlige tjenester

Du har valgt en offentlin enestelD som krever at du identifiserer deg. Farste steq bestdr i 3 oppoi
"Portal” fodselsnummeret ditt i feftet nedenfor.

Vielg sprak: Bokmal | Nynorsk | Samegiella | Enalish

Identity Provider (IdP) Steg 1 av 2: Vennligst tast inn ditt fodselsnummer Hielp til innlogging (0

Inehud dations abo Personvern og sikkerhet [
neludes recommendations about . )

+Levels of Authentication Fadselsnummer (11 siffer) : Bestill PIN-koder [

«=Core user identity attributes SDEFF PIN-koder L|:|

*Unique key to link user accounts

Service Provider (SP)

Conceptual Architecture is adopted e
from US Federal e-Authentication initiative SAML 2.0is the recommended federation standard Versfan 10,154 - 20.12.2006

Morge.no | Ti: 800 30 300 | Kontakt Nome.nc@ | Ansvarlig redaktar: Ove Nylznd

00 Service-Fblic?

Digital Token e
{ ©Ns UDDVebXML
RoSS!| MARIO :

Mario Rossi d S0AP

Service Reglstry

WSDL

Le projet de portail Mon.Service-Public.fr doit permettre a l'usager
- personne physique ou morale - I'accés a8 une gamme cohérente 5 %
et étendue de services dans un environnement personnalisé, et ce : TokenProfile
dans des conditions permettant de créer la confiance. : :

Une version pilote a été développée et testée par 500 usagers mi

2006, Aprés des conclusions plutdt positives sur cette

expérimentation et l'intérét du service, la phase de réalisation du

systéme "grand public" a &té lancée.
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