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Balancing privacy and 
information utility 

in data anonymisation

Conclusion

ANOPI Model

Privacy vs. Information Utility

k-Anonymity

Types of statistical data
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Summarised tables

FemaleMale

1608575TOTAL

352015Heart disease

15510Hypertension

1106050Cancer

TOTAL
Gender

Disease

30

10

0

20

> 60

47

7

0

40

21-40 41-60< 20

1605033TOTAL

35153Heart disease

15510Hypertension

1103020Cancer

TOTAL
Age

Disease

Microdata

...............

Heart disease40242MaleWhite1968/04/04

Cancer40121MaleBlack1967/03/03

Hypertension40121MaleBlack1967/02/02

Cancer40121MaleBlack1967/01/01

DiseaseZipcodeGenderRaceDate of Birth
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k-Anonymity: every record in the anonymised microdata set must 
indistinguishable from at least (k - 1) other records within the same data 
set (k � 1)

Hypertension40404FemaleWhite1970/12/1212

Cancer40404FemaleWhite1970/11/1111

Heart disease40404FemaleWhite1970/10/1010

Hypertension40373FemaleBlack1969/09/099

Hypertension40373FemaleBlack1969/08/088

Cancer40373FemaleBlack1969/07/077

Heart disease40242MaleWhite1968/06/066

Heart disease40242MaleWhite1968/05/055

Heart disease40242MaleWhite1968/04/044

Cancer40121MaleBlack1967/03/033

Hypertension40121MaleBlack1967/02/022

Cancer40121MaleBlack1967/01/011

DiseaseZipcodeGenderRaceDate of Birth
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k-Anonymity: every record in the anonymised microdata set must 
indistinguishable from at least (k - 1) other records within the same data 
set (k � 1)

Hypertension40404FemaleWhite197012

Cancer40404FemaleWhite197011

Heart disease40404FemaleWhite197010

Hypertension40373FemaleBlack19699

Hypertension40373FemaleBlack19698

Cancer40373FemaleBlack19697

Heart disease40242MaleWhite19686

Heart disease40242MaleWhite19685

Heart disease40242MaleWhite19684

Cancer40121MaleBlack19673

Hypertension40121MaleBlack19672

Cancer40121MaleBlack19671

DiseaseZipcodeGenderRaceDate of Birth
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As we increase the value for k, we increase the privacy level and 
decrease the information utility level
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As we increase the value for k, we increase the privacy level and 
decrease the information utility level

What is the optimal value for k?
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Design and implement a data anonymisation process that:

1. Determines the optimal levels of privacy and information utility that 
anonymised data should possess. These levels should be dependent
on:

� The type of data (content) being anonymised (e.g. medical or 
financial data), 

� The purpose for which the data will be used (e.g. the type of 
research and analysis work carried out based on the data), 

� The environment in which the data will be used

2. Anonymises the data in such a way that the identified levels of privacy 
and information utility are achieved
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ANOPI: ANonymisation with Optimal Privacy and Information utility

Inputs

Minimum
Confidence

Minimum
Support

ANOPI

Non-anonymised
microdata

Output

Anonymised
microdata
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ANOPI: ANonymisation with Optimal Privacy and Information utility

Inputs

Minimum
Confidence

Minimum
Support

ANOPI

OPI Function

Non-anonymised
microdata
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ANOPI: ANonymisation with Optimal Privacy and Information utility

Inputs

Minimum
Confidence

Minimum
Support

ANOPI

OPI Function

Non-anonymised
microdata

Privacy level (k)

Information Utility
(information loss)
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ANOPI: ANonymisation with Optimal Privacy and Information utility

Inputs

Minimum
Confidence

Minimum
Support

ANOPI

Privacy level (k)

Information Utility
(information loss)

OPI Function

Anonymising 
Function

(combination of 
generalisation and 

suppression )

Non-anonymised
microdata
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ANOPI: ANonymisation with Optimal Privacy and Information utility

Inputs

Minimum
Confidence

Minimum
Support

ANOPI

Privacy level (k)

Information Utility
(information loss)

OPI Function

Anonymising 
Function

(combination of 
generalisation and 

suppression )

Output

Non-anonymised
microdata

Anonymised
microdata
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� Benefits of research

� Guidance of the data anonymisation process

� Improvement in the quality and relevance of statistical data

� Current work:

� Developing the ANOPI model

� Future work:

� Implementing the ANOPI model in a data anonymisation tool (prototype)

� Testing of the prototype & refining the anonymisation model
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Questions & Comments

marek.zielinski@sap.com


