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Summarised tables
Disease Disease
Cancer 50 60 Cancer 20 40 30 20 110
Hypertension 10 5 15 Hypertension 10 0 5 [ 15
Heartdisease 15 20 35 Heartdisease 3 7 15 10 35
TOTAL 75 85 160 TOTAL 33 47 50 30 160
Microdata

1967/01/01 Black Male 40121 Cancer

1967/02/02 Black Male 40121 Hypertension

1967/03/03 Black Male 40121 Cancer

1968/04/04 White  Male 40242 Heart disease
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k-Anonymity: every record in the anonymised microdata set must
indistinguishable from at least (k - 1) other records within the same data
set(k 1)
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1 1967/01/01 Black 40121 Cancer
2 1967/02/02 Black Male 40121 Hypertension
3 1967/03/03 Black Male 40121 Cancer
4 1968/04/04 White Male 40242 Heart disease
5 1968/05/05 White Male 40242 Heart disease
6 1968/06/06 White Male 40242 Heart disease
7 1969/07/07 Black Female 40373 Cancer
8 1969/08/08 Black Female 40373 Hypertension
9 1969/09/09 Black Female 40373 Hypertension
10  1970/10/10 White Female 40404 Heart disease
11 1970/11/11 White Female 40404 Cancer
12 1970/12/12 White Female 40404 Hypertension
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k-Anonymity: every record in the anonymised microdata set must
indistinguishable from at least (k - 1) other records within the same data
set(k 1)
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1 1967 Black Male 40121 Cancer
2 1967 Black Male 40121 Hypertension
3 1967 Black Male 40121 Cancer
4 1968 White Male 40242 Heart disease
5 1968 White Male 40242 Heart disease
6 1968 White Male 40242 Heart disease
7 1969 Black Female 40373 Cancer
1969 Black Female 40373 Hypertension
9 1969 Black Female 40373 Hypertension
10 1970 White Female 40404 Heart disease
11 1970 White Female 40404 Cancer
12 1970 White Female 40404 Hypertension
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As we increase the value for k, we increase the privacy level and
decrease the information utility level
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decrease the information utility level
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As we increase the value for k, we increase the privacy level and
decrease the information utility level
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What is the optimal value for k?
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Design and implement a data anonymisation process that:

SAP RES

1. Determines the optimal levels of privacy and information utility that
anonymised data should possess. These levels should be dependent
on:

The type of data (content) being anonymised (e.g. medical or
financial data),

The purpose for which the data will be used (e.g. the type of
research and analysis work carried out based on the data),
The environment in which the data will be used

2. Anonymises the data in such a way that the identified levels of privacy
and information utility are achieved
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ANOPI: ANonymisation with Optimal Privacy and Information utility

Inputs / ANORI \ Output
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microdata
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Minimum Anonymised
Confidence microdata
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ANOPI: ANonymisation with Optimal Privacy and Information utility
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ANOPI: ANonymisation with Optimal Privacy and Information utility
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ANOPI: ANonymisation with Optimal Privacy and Information utility
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ANOPI: ANonymisation with Optimal Privacy and Information utility
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Benefits of research
Guidance of the data anonymisation process
Improvement in the quality and relevance of statistical data

Current work:
Developing the ANOPI model

Future work:

Implementing the ANOPI model in a data anonymisation tool (prototype)
Testing of the prototype & refining the anonymisation model
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Questions & Comments

marek.zielinski@sap.com




